IHamsiTKa 0 cioco0ax COUAIBLHONM HHIKEHEPHUH
U He00X0AMMBbIX Mepax 0e30MacHOCTH

CounanbHasi UHXKEHEPHUS WM «aTaka Ha 4YeJIOBEKa» — H3TO COBOKYIMHOCTh
MICUXOJOTUYECKUX U COIHUOJIOTUYECKUX MPUEMOB, METOJIOB M TEXHOJIOTUM, KOTOPHIE
MO3BOJISIIOT MOJIYYUTh IOCTYI K KOH(UICHIIUATLHON nH(pOopManum.

KubepnpecTynHuku Bce 4Yallle MCHOJIb3YIOT METO/bI COIMATIbHON MHKCHEPUU
JU1sl TPOHUKHOBEHUS B MH(MPACTPYKTYpY OpraHU3aliu npu 1eneBoi arake. CorjaacHo
CTaTUCTUKE, KOJUYECTBO ATAK C MCIOJIb30BAHUEM COLMAJIbHOW HH¥keHepuu B 2021
roay BbIpocio Ha 216%. 310yMBbIIIIIEHHUKH, TPENPUHUMAS TTONBITKA HAUTH TOCTYII

K CHCTEME WJIM IICHHBIM JaHHBIM, UCIIOJIB3YIOT CaMOE ySI3BHMOE 3BEHO — YEJIOBEKa.
[Tpocroii mpumep — TenneOHHBIN 3BOHOK, T/Ie IPECTYITHUK BHIIAET ceOs 32 KOr0-TO
JPyTroro, MBITasCh y3HATh Y a0OHEHTA KOH(PHUACHIMAIBHYIO WHPOpMAIHIo, UTpasi Ha
YyBCTBaX 4YEJIOBEKa, OOMaHBbIBas WJIM IIAHTAXUPYS ero. K cokaleHWro, MHOTHE
IPOJIOJDKAIOT TIOMAJMAThC HAa TaKWe JIOBYIIKM W JOBEPUYMBO PACCKa3bIBAIOT
COIMAIBHBIM XaKepaM BCE, 4YTO UM HYKHO.

YenoBeueckuil (akTop MO-TIPEKHEMY OCTaeTCsl ClIa0biM 3BEHOM B JIHO00H
CHUCTEME 3alllUThI, IMMOATOMY CEroJHS KaK HHKOTJa BO3pacTacT NOTPEOHOCTH B
00y4eHUH COTPYAHUKOB OCHOBaM MH(OPMAIIMOHHON 0€30MacHOCTH.

Taxke CTOUT OTMETHTh, YTO HA TEKYIIMH MOMEHT COLMAJIbHAsl WHXKECHEPHS
yCTaHOBHJIA IIPOYHYIO CBSI3b ¢ KKOEPIPECTYITHOCTHIO,

PaccMoTpuM caMble MONMyJisipHbIe METO/IbI COLMATBbHOI HHIKEeHEePUH

Tak Ha3piBaemas «ATaka Ha YEIOBEKa» MOXET MPOU3BOJIUTHCS MO MHOTUM
CIICHapHsIM, HO CYIIECTBYeT HECKOJbKO Hanbosiee pacnpoCTpaHEHHBIX TEXHUK
paboThI 37I0YMBIIIEHHUKOB.

dOunHr
OcHo6HOU VNOP HA HEGHUMAMEIbHOCHb.

Meton cOopa MOIB30BATETHLCKUX JAHHBIX JISl aBTOPU3AIMH — OOBIYHO 3TO
MacCOBBIE PACCBHUIKM CIlamMa MO 3JIEKTPOHHOM moure. B KiaccuueckoM clieHapuu
Ha TIOYTY SKEPTBBI MPUXOAUT TMOMJETHLHOE TMHUCbMO OT KaKOW-TO W3BECTHOM
OpraHu3alliy ¢ MPOChOOM MEPENTH MO CChIJIKE U aBTOPU30BaTHCS (BBOJ KOMOMHAIUHN
JOTUH/TIapoib). YTOOBI BBI3BATH OOJBINE OBEPHS, MOIICHHUKH MPHUIYMBIBAIOT
CephE3HBIE MPUUMHBI JIsl IEPEX0/IA MO CCHUIKE: HAlPUMEpP, MPOCIT NOTEHIUAIBHYIO
XKEPTBY OOHOBUTh TMAapOJib WM BBECTH PA3JIUYHOTO poJia NEPCOHAIBHYIO
uHpopmaruto (PHO, Homep TenedoHa, TOKHOCTh U T.1T.).

Tposin

OCHOBHOTL YNOp HA HeBHUMAMeNbHOCMb, 008epUe.

Bupyc He 3ps mony4usn cBo€ Ha3BaHUE MO MPUHIIUITY PAOOTHI TPOSHCKOTO KOHS
u3 IpeBHerpeueckoro muga. ToabKO MNPUMAHKOM 3/1eCh CTaHOBHUTCS email-
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cOOOIIIeHHE, KOTOPOE MPU KIACCUUECKOM CIIEHApUHM MOIIICHHUKOB 00€IIaeT OBICTPYIO
NPUOBLIb, BBIUTPBIII WU APYTHE «30JI0THIE TOPh» — HO B pe3yJIbTaTe YEJIOBEK
MOJIy4yaeT BUPYC, C TMOMOIIbIO KOTOPOTO 3J0YMBINIJICHHUKH KpaayT €ro JaHHBIE.
JlaHHBIH BHJ aTaku TOXXKE€ HEOOXOJMMO OTHOCHTh K METOJaM COIMaIbHOMN
WH)KEHEpUH, TMOTOMY YTO CO3/IaTelid BHpPyCa Kak IPaBUIO XOPOIIO 3HAIOT, Kak
3aMacKUpOBaTh BPEIOHOCHYIO IPOrpaMMy, UYTOOBI Bbl HaBEpHSKA KIUKHYIH IIO
HY>KHOM CCBIJIKE, CKauau U 3amyCTHIH (aii.

YacTto COTpyIHUKM HENpeAHAMEPEHHO IIOMOTaloT 3JIOYMBINIUICHHUKY B
Pa3BUTUM aTaKH, MEpPechlUIasl 3apaKeHHOE MUCHMO KOJUIETaM C MPOChOON OTKPHITh
BJIO)KCHUE WJIM TEPEeUTH 10 cchuike. Hampumep, B Telle NMUCbMa MCHOJB3YIOTCS
GOpMYJIUPOBKH W3 TIOBCEHEBHOM CIIY)KEOHOH JEATEbHOCTU. «YBaKaeMbIe
HayaJIbHUKHU TIOJIpa3/IeJICHU, HarpaBiisieM rpad@uK OTIYCKOB Ha TEKYIIUH TOj.
IIpocum noBectu 10 corpyaHukoB W T.a. C yBakeHHEM, OTHIel KaapoBy». [lpu
MOJIOKUTEIIBHOM JUISl 3JI0YMBIIIJICHHUKOB Pa3BUTUHM COOBITHM MUCHMO MEPEChIIaeTCs
1o opraHu3anuu. B cBowo ouepenr COTPYAHHUK, MOJTYUYHUBIIUHA MUCHMO YKE OT CBOETO
KOJUIETH, aOCOJIFOTHO HE MOJI03PEBACT O HAJIMUMHU CCBhIIOK Ha BpenoHocHoe T10.

Kak TOIBKO B3JIOYMBINIUICHHUK YOETWJICA, YTO COTPYAHUK TPHHSI €ro 3a
KOJUIETY WJIM KaKOe-TO JOBEPEHHOE JIMI0, PACIIPOCTPAHMII MHUChMO IO OpPTraHU3allNH,
B XOJI¢ JaJbHEHINEeH MEePEenUuCKd OH MOXKET MOMBITAThCS TMOJYYUTh HYXKHYIO €My
uH(dOpMaIUIo, HE BBI3bIBAS MOJ03peHUI. Tak MOXKHO y3HATh BEPCHUIO UCIIOJIB3yEMOTO
[10, nanuune aHTHBHpYyCa Ha pabouyeM KOMIIBIOTEPE, DJIECKTPOHHYIO MOYTY JIPYTHX
COTPYJHHKOB, HOMEpa MOOWUIIBHBIX Tele(OHOB, CTPYKTypy Kommanuu. Bce 3T0
NPEICTABISICT IIEHHOCTh M MOXET HCIOJB30BaThCsl TPH  TUIAHUPOBAHUU U
MIPOBEICHUH TTOCIIEAYIONINX COIIMOTEXHUYECKUX aTaK.

3MOyMBIIUICHHUKA YacTO ONMHUPAIOTCS Ha CTpax, KaJAHOCTb, HAJEKIbI,
OKUJIAaHUS W JAPYTHE SMOIUHU, KOTOPHIE MOTYT 3aCTaBUTh MMOJH30BATENS MOAIATHCS
CUIOMHHYTHOUM cnaboctu. Korja BHe3amHO Ha MOYTY MPUXOJUT MUCHBMO «CITHCOK
COTPpY/JIHHMKOB Ha YBOJbHEHHE» — IIOJb30BaTeNh 3a0bIBaeT 00 JIIEMEHTApPHBIX
MpaBUjaX TEXHUKH KHOepOEe30macHOCTH, OH JaXe HE 3aJyMbIBACTCA, MOYEMY €My
BOOOIIIE TIPHUIILIO MOJ00HOE TUCHMO.

Yacto ObIBaeT Tak, 4TO MMEHHO T€Ma MUChMa MO0YKIAET COTPYAHUKA OTKPHITH
€ro, IIEPEUTH IO CCBhIIKE, CKavyaTh U 3aIyCTHTh (paiii1, He pa3dupasch — KTO ajgpecar
Y TI0YeMY JOMEH OTIPaBUTENS HAMMCAH KaK-TO CTPAHHO.

Ecnu HemocTaTouHo BHUMATEIHFHO OTHECTUCH K MPOYTEHHIO TAKOTO MUCHhMa, TO
MOJBOX 3aMETHUTh HETIPOCTO.

[IpenckasyeMo cTpax yBOJIBHEHHS WM COKPAIICHUS — JOCTATOYHO MOIIHBIN
¢dakTop, 4T0OBI 3a0BITH O MpaBmiaX WHOOPMAITMOHHONW O€30MacCHOCTH: MUChMa C
TakoW TEMOW B OOJBITMHCTBE CIIy4acB MOOYKIadM II0Ih30BaTEICH COBEPIITUTH
MOTEHIMAJIBHO OMACHOE JICMCTBUE. BBICOKHI MPOLEHT ycnexa MOKa3bIBAIOT MUChMA,
IIE  €CThb CJIOBAa  «IPEMHs»,  (IOOIIPEHUE»,  «IOBBIIMICHUE  3apIUIaTh):



3JIOYMBIIIIJICHHI/IK MOJKCT TAKIKC ITOIBITATHCA IIPUBA3ATh TCMY PACCBHIIIKHA K KAKOMY-TO
3HAMCHATCIIbHOMY COOBITHIO (CCJII/I pacmojiaracTt, HalrpuMep, CBCACHUAMU O HCIIABHO
mpomecameM B KOMIIAHUU KOpHOpaTI/IBe), HpO(beCCI/IOHaJIBHI)IM U ToCyadapCTBCHHBIM
IMpasaHUuKaM.

Jlopo:kHoe s10,10K0

OcHOBHOIUL YNop HA 008epYUBOCHIb, THODONBIMCMEBO

[IpencraBnser co0Ooii aganTamMiO TPOSHCKOTO KOHS H  COCTOWT B
UCIIO0JIb30BaHUU (bu3nIeCKuX HOCHUTeNeH (CD, (bIdII-HAKOTIUTEIICH ).
3NMOyMBINUICHHUK OOBIYHO TOAOpachiBaeT TAaKOW HOCHTENIh B OOIIEIOCTYITHBIX
MECTaX Ha TEPPUTOPHUH KOMITaHWU (MMAPKOBKH, CTOJIOBBIE, pabouyue MecTa
COTPYJIHUKOB, TyaieTsl). st Toro, 4To0bl y COTpYTHUKA BO3HUK UHTEPEC K TAHHOMY
HOCHTEJIIO, 3JIOYMBIIIJICHHAK MOXET HAHECTH Ha HOCHTENb JIOTOTHI KOMIAHUHU W
KaKylo-HUOyIb Toanuch. Hampumep, «JIaHHBIE O Tpofakax», «3apiuiara
COTPYJIHUKOBY», «OTYET B HAJIOTOBYIO» H JIPYyTOE.

Ycayra 3a ycayry

OcHOBHOIL YNop Ha 008epPUUBOCMb

Hcrnonb3yss 9TOT METOM, 3JO0YMBINIJICHHUK TPEACTABISETCS COTPYAHHKOM
CIIyObl TEXHUYECKOW TMOAJNEPN KA U CIPAIMIMBACT O HAIUYMU COOEB B padoTe
IpPOrpaMMHOr0 OO€CTIeueHHUs, TMpejylaraeT HUCIPABUTh BO3HUKIINE HEMOJAIKU
B CHMCTEMe JIMOO0 MPEeAyIPEAUTHh O BEPOSITHOCTU UX HACTYIUICHHUS, XOTS HAa CAMOM JIelie
npo6iem B padote 1O He Bo3HuKano. XKepTBa BepUT B HATMUYME HEUCIIPABHOCTEH U,
BBITIOJNIHSSI YKa3aHUA XaKepa, JIMYHO MepeaéT eMy JOCTYI K BAXKHON WHGOpMaITiu.

PacripocTpaneHHbBIN  CIleHapwii, Korja TMOJb30BaTelb CaM TOBOPUT 00
OTCYTCTBUM BPEMEHH U COOOIIAeT HEOOXOAMMBIC TMapOiM JJIsi TOrO, YTOOBI
COTPYJHHK TEXHUYECKOW TMOIJEPKKH CaMOCTOATEIFHO TIPOBEN HEOOXOANMBIC
MaHUITYJISIUH.

OOpaTHasi conuaJbHAsI MH/KEHEePUs

OcHo6HOlUL Ynop Ha 008epuU80Cmb, HEGHUMAMENbHOCb

Metoauka HampaeieHa Ha TO, 4TOObl JKepTBa camMa oOpaTuiach K
COLIMAJIbHOMY HWHXEHEPY W BblJAJIa €My HEOOXOAMMBIE CBEIEHHUS. OJTO MOMKET
JOCTUTaThCsl HECKOIBKUMU Iy TSAMHU:

Buenpenue ocotoro 11O

OCHOBHOU YNOp HA HEGHUMAMENbHOCb

Ha snekTpoHHyI0 MOYTy MOCTYIAaeT MUChMO, HHOOPMHUPYIOIIEEe O BO3ZMOKHBIX
cOosiXx B paboTe 4YacTo MCIOJIB3YEMOTO MPOrpaMMHOIr0 obecrnedeHus (Hampumep,
nakeT o(HUCHBIX mporpamMm). B 3ToM e mHCbME yKa3aHbl KOHTAaKTHBIC JIaHHBIC
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CHEIHAIMCTa TEXHUYECKOW TOIACPKKH, HCIOIb3yeMble 3J0yMBINUICHHUKOM. [lpu
BO3HUKHOBEHUU c00s1 B pabore Beimenepeuuciennoro I[1O, monp3oBaTenb
BCIIOMHHAET O paHee IMOCTYNUBIIEM MPEAYNPEKICHUN ¢  CBSA3BIBACTCS CO
37TOYMBINIJICHHAKOM B JIUIE TEXHUYECKOTO CIEIHAINCTA.

TakxuMm oOpazom, cuUTyalus 3apaHee MoJACTPOCHA, MOJIb30BaTeNb CBA3BIBACTCS C
conuanbHbIM xakepoM. Hamaxkuas paboty I[1O, mpousBoasaTcss HEOOXOAMMBIE IS
B3JIOMa MaHHUMYJSIUH. A KOTJa B3JIOM OOHapy)KWUBAeTCs, COLUATBHBIA WHKEHED
ocTaéTcsi BHE MOAO3pEHUsS (IMMOCKOJIBKY CO3/aeTCs BIEYATICHHS, YTO OH IOMOTall
BaM).

SAKJIFOYEHUE
C  y4yeToM  M3JO0XKEHHOIO, CaMble  pacHpOCTPAaHEHHbIE  CLEHapuu

BBIIIICYKA3aHHBIX aTaK peau3yIoTcs myTeM email-pacchuiok.

[IprunHON TOMY OTHOCHTEJIbHAS NICIIEBU3HA W IMPOCTOTA TAKUX METOJMIOB, a
TaK)Xe BHICOKAst 9(PPEKTUBHOCTE.

Ha Tekymuii MOMEHT 1EJIeBOM BEKTOp TMOJOOHBIX aTak 3HAYUTENIbHO
CMECTWJICSI OT MOJMy4YeHHUs JOoCTyna K UHPopMaluu K €€ YHUUYTOXKECHUIO
(6;10KMPOBAHUIO) ITYTEM MPUMEHEHHUS BUPYCOB-TIH(POBATIBIITUKOB.

JJ1s psAIOBBIX MOJB30BATENCH CaMbli AKTyaJlbHbIM U JICMCTBEHHBIA COBET —
BCETJa OCTaBaThCSl OMUTENBHBIMH, TMPOBEPAThH WH(MOpMaIuio 00 OTIpaBUTEe,
IPeXJIe YeM MEepPerTH MO CChUIKE WM CKaydaTh mpejjaraeMbiil (aitn — yoeaurtbes,
YTO 3TO HE BPEJOHOCHBIM pecypc. IlomydeHHble (Qailibl nepes  OTKPBITHEM
HEOOXOIUMO TPOBEpUTh C momombio aHTtuBupycHoro IIO0. Croutr Takxke
YIOCTOBEPUTHCSA, YTO JOMEH OTIPaBUTENS JISTUTUMHBIM U peanbHbIl. B ciyuae
BO3HUKHOBEHHUSI COMHEHHM, PEKOMEHIyeTCS TTPOBEPUTH, JEUCTBUTEIBHO JIU aJpecar
OTHPABJIS JAHHOE MHUChMO M SIBJISIETCS JIU OH HACTOAIIMM BJIAJEIbLEM JIOMEHA U
(MM) DIIEKTPOHHOTO SIIMKA, CBA3aBIINCh C HHUM KAKUM-TO aJIbTE€PHATUBHBIM
CHOoc0O0M, HapuMeEp, Yepe3 MECCEHIKEP UITH 10 Tesieony.

CBOEBpEMEHHOE BBISIBICHUE M TIPECEUCHUE aTakuh TMO3BOJIUT U30€XKaTh
CEepPbE3HBIX IMTOCIICACTBUU.

Uto KacaeTcs OpraHM3alMOHHBIX MEP, TO OCHOBOM SIBIISIETCSI CUCTEMATHYECKOE
MOBBIINICHHE OCBEIOMJICHHOCTH COTPYJIHHUKOB B o0Oiactd WH(POpPMAIMOHHON
0€30MacHOCTH.

HccnenoBanne kommnanuii B oosnactu b nokassiBaroT, uto 38% opranusanuii
BOOOIIE HE MPOBOAAT TPEHUHTH I COTPYAHUKOB 0 Boripocam Wb, a 37% nenator
3T0 (opManbHO, 0e3 Kakoh-1u0o MpoBepkH 3PGEKTUBHOCTH. XOTA MNPOBOAUTH
MEePUOINYECKOe O0YUICHHE C KOHTPOJIEM WH(POPMUPOBAHHOCTH KAKIOTO COTPYIHUKA
KpaiiHe BaxxHO. [Ipu 3TOM TmpolEeCC NOBBIMIEHUS OCBEIOMJICHHOCTH IOJIKEH B
MEepPBYI0 OdYepeah OBITh HAMpaBlieH Ha MPAKTUYECKYH CTOPOHY OOECTICUCHHUS
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0€30macHOCTH, a KaXIbI COTPYAHHK JIOJDKCH TOHHMATh CBOM OOSI3aHHOCTH U
OTBETCTBEHHOCTH 3a o0ecmeueHue Ub.

OTnnyHas mpakTUKa, KOTJAa COTPYAHUKM OMOBEIIANOT TmoapasaeneHus Wb o
TOM, YTO UM MPHIILIO COMHHUTEILHOE MUCHhMO, OCOOEHHO €CJIM 3aMETHO, YTO Haj
pacChUIKOM TIATENbHO Mopadotayu. B Takom ciyuae, jnaxe eciivd 3apakeHue WIu
yT€4YKa UMEIIM MECTO, €LI€ MOXXHO YCIETh OIEPATUBHO OTPEAarupoBaTh Ha aTaKy U
IIPUHATH KOHTPMEPHI.

OcHoBHBIE M€EPbI o 3alMTe OT BbIIICHCPCYHCTICHHBIX BH/JIA0OB
ConuaJIbHbIX aTak.

— Coxpansiite 6auTeJbHOCTb. Beerna oOpaiaiite BHUMaHUe Ha OTIPABUTENSA
MMCEM M aJpec caiTa, r7ie coOHMpaeTech BBECTU KAKHE-TO JIMYHBIEC JIaHHBIE.
Ecinn 310 moura Ha JOMEHE KpPYNHOW OpraHu3aluu, YIAOCTOBEPHTECH, UTO
JIOMEH HMMEHHO TAaKOW M B HEM HET Omne4darok. Eciau eCTb COMHEHUS —
CBSDKUTECh  C TEXIOAJEPKKOH WM TMPEACTABUTENIIEM OpraHu3aludu 1o
opHUIIHATBHBIM KaHAJIaM.

— MHMcnoab3yiiTe TOJBKO 10BepeHHbIE HOCUTEIM HH(POPMALIMH.

— He nmepexogure Ha TMOJO3PUTENbHBbIE CANTBI M He CKaYMBaHTe
COMHHUTeJIbHBIE (PAHJIbI, OJUH W3 CaAMBIX JIYYIIMX MOMOIIHUKOB COIMAIBLHON
UHXEHEPUH — JIFOOOIBITCTBO.

— He wucnouab3yiiTe OAMH M TOT e MNAPOJb /I JOCTyNa K JHMYHBIM U
KOPHOPaTUBHBIM (pabounM) pecypcam.

— MHMcnoab3oBanue AHTUBUPYCHOTO NPOrpamMMHOI0 ol0ecrnieyeHus.
Henonyuienue ero oTkitoueHus.

— CucremaTuyeckuii HMHCTPYKTax. Bce coTpyaHuku JOMKHBI  OBITH
POUHCTPYKTUPOBAHBI O TOM, KaK BeCTU ce0s Mpu 0OHAPYKEHUHU TONBITOK WA
OCYILIECTBJIEHUS HE3aKOHHOTO TPOHUKHOBEHUSI.



